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SUBJECT: AGN - Instructions for Affiliates and Local Registration Authorities regarding eGov
accounts and access

Purpose: To provide instructions for Conservation District partners to obtain USDA login credentials and
for Local Registration Authorities (LRAs) to complete eAuthentication requests for affiliates.

Expiration Date: September 30, 2004

The pieces have finally come together so that affiliates such as conservation district employees and
other types of NRCS partners may obtain web accounts that will allow them access to PRS data entry.
The eGov and eAuthentication systems now have a special designation for affiliates, such as
conservation district employees and other types of NRCS partners. This affiliate designation allows them
to obtain web accounts that will allow them access to PRS and ProTracts and, potentially, other NRCS
applications. Bruce Knight, Chief of NRCS, has stipulated that only NRCS employees will have access
to the My.NRCS website. My.NRCS will not be available to affiliates.

Partners desiring affiliate status will need to first establish a Level 2 account from the eAuthentication
website at http://www.eauth.egov.usda.gov. Instructions on this process are included as Part 1 of the
attached instructions. Only certain types of affiliates are allowed to use PRS for data entry: Conservation
District Employees, RC&D Employees, State Government Employees, and Local Government
Employees.

When an affiliate logs into PRS data entry for the first time, they will not have a profile. They will be
asked to set up a profile before they use PRS data entry. The people who have been trained in SCIMS
in each field office have also been trained as Local Registration Authorities (LRAs). Contact an LRA for
additional assistance in obtaining an eGov account or obtaining Level 2 credentials. Contact the team
PRS contact for assistance in establishing the PRS profile.

Part 2 and Part 3 of the attached instructions provide guidance for the Local Registration Authority to
complete the registration of the affiliate. The Affiliate application requires that the type of affiliate be
identified. All LRAs are to make note of this process and will need to complete all steps when an affiliate
requests Level 2 access. If any step is omitted, the affiliate web account will not be operational.

Local Registration Authorities who did not complete the on-line LRA training after completing their

SCIMS training will have to complete that testing prior to having the ability to activate Level 2 access in
the eAuthentication system.

/sl - (Leslie R. Conner — Acting)

M. DARREL DOMINICK
State Conservationist
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http://www.eauth.egov.usda.gov/

Creating and Authorizing Web Accounts for NRCS Affiliates

Introduction

Access by USDA partners or affiliates (e.g., Conservation District employees) to USDA
online resources and Web-based applications is critical to carrying out the mission of the Service
Center Agencies. The current eAuthentication process and the new Affiliate Link Manager
application will help us meet our needs.

There are three steps to getting a Web account for and NRCS affiliates and granting the
affiliate access to NRCS applications and linking the eAuthentication account.

The affiliate...

Uses the eAuthentication system to sign up for a USDA
Level 2 account.

Confirms the email address by responding to the email from
the eAuthentication system.

Presents government-issued identification to the LRA at the
Service Center office.

The Local Registration Authority (LRA)...

Uses the eAuthentication system to validate the account.
Verifies the affiliate’s identity by examining the affiliate’s
ID and confirming the name and address information.
Activates the Level 2 account.

Uses the eAuthentication system to grant the affiliate user
access role.

Checks the “Can Use Role” option for the affiliate’s
account.

Saves the updated account.

The NRCS employee...

Uses the Affiliate Link Manager (ALM) to find the
affiliate’s eAuth account.

Enters additional information about the affiliate, including
affiliate type, office and address, and demographic data.
Saves the information and links the database record to the
affiliate’s eAuth account.

The next section describes the registration and validation process (steps 1 and 2 above), and the
section after that describes the affiliation and link process (step 3 above).
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Creating and Authorizing Web Accounts for NRCS Affiliates

Registration and Validation

4 | REGISTRATION (Affiliates) Sign Up for a Level 2 Account |

Go to the USDA eAuthentication Web site at
http://www.eauth.egov.usda.gov/ and click the link to sign up for a

Registration Level 2 account with USDA.
Register for a USDA Follow the instructions on the Profile for entering your information.
Level 2 account at Please note that you must enter the name and address as they appear on
eA”them;‘i;tZ“O” L your government-issued ID, such as your state driver’s license, to sign up
Jfor the account. When you have entered all the required information, click
E v the Submit button.
E Confirm email address e
—| by clicking hyperlink in
o email from the
LL_| eAuthentication system b
= 4
Present government-
issued ID to LRA at
Service Center office
Validation
Validate Level 2
account by finding
affiliate record, verifying
identity, and click
Submit to activate the
< account
m * et | [ Subrat | Cancel
—1| Grant user access role B B . . .
by finding affiliate You will receive an email from the eAuthentication system at the email
record, selecting “can address you entered in your profile. The email instructs you to click a link to
128 e, A I confirm your online registration to verify that your email address works.
Submit to update the
From: eAuthl Desk@itc nres usda gov [Add to Address Bock] Elag Message Mark Unread
account M ==t
Subject: USDA User Registration Confirmation Email
* Date: Jan 22,2004 7:23 AN
L Hello antar1313,
'q_: (Aff”late receives Congratulations! You have successfully registered for a Level 2 Account using the USDA eAuthentication service
E Conﬁrmation ema" Before you can use your Level 2 account you must do the following:
i about Level 2 aCCOUnt) 1. Confirm your online registration within 7 days of the receipt of this email.
2 Please wait EDDFDKIMBIBW 20 minutes from receipt of this email before you confirm your online registration. Click to COMFIRM
WY REGISTRATION
l NOTE: If you do not confirm your account within the required 7 days, your account will e terminated and you will have to start the entire
- . registration process over again
Crea te Proflle In 3 Access \-'lufllfﬂmé to confirm the information Dfﬂ'ﬂﬂ&ﬂ is correct & a (first and lastname are the same as your Q'TVT issued pnmn D},
Da tabase and You can view th\:ggasl‘ete;; a!‘wti‘sr;\w?(\‘j:1 Ija Icqllwfkmg WY PROFILE. You can also access your profile information from the
Link to eA uth 4 Take your government issued photo 10 .9, (State issued drivers license) to a USDA Lacal Registration Authority for identity praafing
Account Your final step is to take your government-issued ID to the Service

Center office and present it to the NRCS Local Registration Authority
(LRA). From there, the NRCS LRA must activate your eAuthentication
account and, give you a role as Affiliate.

An NRCS employee must use the Affiliate Link Manager account to
enter more information and link your record to your eAuth account. Please
note that you will not be able to use some NRCS applications until all 3 steps
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Creating and Authorizing Web Accounts for NRCS Affiliates

are completed.

2

VALIDATION (LRAs)

Validating the Level 2 account and setting the affiliate role is a two-step process. First,

you must validate the Level 2 account. On the main screen, click the Validate Level 2

Customer link.

USDA

= - .
= | United States Department of Agriculture

Ry Tasks

Organizations

+ webusers

(Appl Admin)

My Tasks for webusers

Adminizstrator Management Uzer Management

Grant User Accesz Roles

USDA HOME | Accessibility | Dizclaimer | Nondizerimination Statement | Privacy Statement | Offices |
Freedom of Information Act| USDA Nonprofit Gateway | USDA Online Services (eGov)

Validate Level 2 Customer Wiew User - Application

Admin

Find the affiliate’s record using

the Search screen...

...then find the record in the
search results list and click the

User ID link. \‘

’L_b% umiiEn states nieanivest or  \alidate Level 2 Customer:
- GRICU LTURE search for Level 2 Customer
#
| Search for users_
vimere [Lostiiame 7] [equns =] [enaerson Ad Mers |
Spareh in Organization |webisers
[ Inctude sut-arganizations
|ll~ﬂmmhmm- Swul t-edl
Search Results in Organization
User 1D Credential Lewvel First Mame Last Mame Street Address City
aecengineer 2 ROBERT ANDERSON
AGREGORY 2 GREGORY ANDERSON
ahangerson 2 Adam Anderson 13310 North Road  Hillsboro
Anderson 1 Willam Anderson PO Box 1333 Dilon
ANDERSOMNJ z JAN ANDERSON
Pantari213 1 Terry Anderson 2150 Centre Ave - Fort Colins
Bldg A
banderson 1 wiliam anderson
benhard 1 James Anderson 2005 paul Gustrd  Chamberlain
Suite 110
BRADLEVANDERSON 2 BRADLEY ANDERSON
crosshovi41 1 Debbie Anderson 150 Meadow Lane  Eufaula
aptD4
«<Prev 12 3 4 5 Nexts

Follow the same procedures as for

customers in verifying the name
and address information, and

checking the government-issued
ID presented by the affiliate. —\

(Note: Although there is an
Access Roles tab available, its
functionality is planned for a
future release.)

Click the Submit button to
activate the affiliate’s Level 2
account.

Fort Collins
co

| Profils Access Roles
Verify the Customer’s information before submitting the Custemer to Level 2.
User D antar1313
Credential Level 1
First Name Terry
Middle Initial
Last Name Andersen

2150 Centre Ave - Bldg A

antare=1313@earthiink net

Home Phene

Date of Birth 01/01/1360

Credential lssuer USDA - gAuth

ldentity Proof Type LRA

LRA Admin ID w0048868

Credential Decument Type\ | State Drivers License 'I Select the form of the government issusd photo identification presented by the customer (ie. Drivers License).
Credential Expiration’ 01/01/2005 Enter the expiration date of the government izsued photo ID presented (mmiddiyyyy).
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Creating and Authorizing Web Accounts for NRCS Affiliates

continued

2 The second step is to update the account with the Affiliate role. From the main
screen, click the Grant User Access Roles link.

USDA

= - .
= | United States Department of Agriculture

Ry Tasks
Organizations My Tasks for webusers [#
— T —
Grant User Accesz Roles Validate Level 2 Customer Wiew User - Application
(Appl. Admin) Admin
USDA HOME | Accessibility | Dizclaimer | Nondizerimination Statement | Privacy Statement | Offices |
Freedom of Information Act| USDA Nonprofit Gateway | USDA Online Services (eGov)
Find the affiliate’s record again USDA YMiIto smarcs otraktucss of Grant User Access Roles (Appl. Admin):
; gt | em AGRICULTURE antart31s
and click the user ID hyperlink to
open the record.
2]
Profile ' Access Roles
From the Profile page that
appears, click the Access Roles vser0 amartaa
Credential Level 2
tab. First Name Terry
Middle Initial
Last Name Anderzon
Address 2150 Centre Ave - Bldg A
City Fort Cellins.
State co
Zip code 80526
Country Name us
Email antares1313@earthlink net
Teleghens Number
Home Phone Primary
Next| submit | cancel
Click the check box for “Can Use USDA uMittp staris DipaRTMiNT Of Grant User Access Roles (Appl. Admin):
Role.” ==m AGRICULTURE antar{313
(Do not click the “Can Assign @
ROIC” Optlon) Profile Access Roles
CliCk the Submit bUtton' Rele Hame ‘Organization Availability Can Use Rele an Assign
Role
MRCS_ALM_AFFILIATE webusers N-Level Ird |
Previous. I Submrtl Canoell

When you receive the

Acknowledgement Message
acknowledgement message, the

Task has been submitted for processing on Thursday, January 22, 2004

validation procedure in the
. . . Close Window |
eAuthentication is complete.

Any NRCS Employee can use the Affiliate Link Manager in Step 3 to complete the process.
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Creating and Authorizing Web Accounts for NRCS Affiliates

3 Create Affiliate Profile and Link to eAuth Account

ALM is similar to the ID Link Manager System for binding customer accounts to
SCIMS, in this case linking the new affiliate record to existing information, such as office ID,
and to provide additional data such as affiliate type and the affiliate’s business address if
different from the office’s official location. This information must be entered and saved to allow
the affiliate to use some NRCS applications.

Go to the Affiliate Link Manager application at

Create Profile in https://affiliatelinkmgr.sc.egov.usda.gov/SearchAD.aspx.
Database and
, Enter the affiliate’s last name in the Search Filter screen:
Link to eAuth
Account 03 AGRICULTURE : —
/ \ .I.I.Dnle Aﬁfﬁﬁatﬁ. Repm::s Helpﬁ
- . Welcome
SCIMS Affiliate Link cearch Fiter: Last name =3 |
(and other Manager & Back to Top NRCSHome | Site Map | Contact | USDA | FirstGov Logout
fUtUre IlnkS) Privacy Policy | Freedom of Infermation Act | Nondiscrimination Stztement | Civil Rights
Find affiliate record . . .
then click the hyperlink in the last name column:
* Welcome
Enter information LasSteam:h :Irtsetr Last Name ;J:‘::fﬂﬂ ml e
about affiliate into Mame  |Name (F2990ID Rggc . |Bale Email Telephane g +-* |Bisabled?
ALM database 2150 Centre
3 ! Anderson |Terry |antar1313 ﬁ:f?:n;rf‘d MNRCS_ALM_AFFILIATE |antares1313@earthlink.net N N
(Affiliate Type 9
Office, Address, and Collins
Race/Gender) 80526
* 1
Link record to eAuth .
— Follow the steps below to complete the affiliate profile.

Add/Edit Affiliate Individual

Affiliate Information:
Last Name:[ oo

1. Select an Affiliation Type
from the dropdown list.

First Namesfren— ML
Phene: ( )] Ext:

Email: [antares1313@sarthiin Confirm Email: [antarss1213@sssmT net

2. To select an Affiliate,

Affiliation Type: [ select an affilation Type — 2| Organization, CliCk the Add
Status: [T — Bound to a Web Account: K

button.

Affiliate Organization

.

Is the individual located at the federal office listed above? ¢ 3 . In the OIP Search WlndOW,

Is the individual's mailing address the same as above? & ves o SeleCt the State and the

e categer o the iliate 1 tome o7 rae. ser. Sihric cebvgarice, and disebilty stetus belon: organizational unit, then click
Does the Affiliate have a Lol CN

disability? : the Save button.

© Female © Male

Ethnicity: I Hispanic or Latine (Mexic: =n. Fusrto Rican, Cuban. Central or South American. or
ather Spanizh culture or origin)
== I elack or african Amarican [ whits [ Amsrican Tndizn or Alzska tative [ Asisn [ Havaiizn nstive or Pacific

Islander
Save
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Creating and Authorizing Web Accounts for NRCS Affiliates

continued

Agency

Serv

Orgarization Name

FORT COLLINS CONSERVATION DISTRICT

Associated Federal Administrative Office

Natural Resources Conservation

1415 N COLLEGE AVE STE 3 FORT COLLINS CO 80524-1236 (970)221-0611 ext.

FORT COLLINS SERVICE 2150 CENTRE  FORT 80326-
50548 7216 center AVE cotlins 9 1881

Address Information I

Is the individual located at the federal office listed above? o o <
4 Yes No N
Is the individual's mailing address the same as above? ~ &
Yes ' Neo
Mailing Address
Address: [P0 Box 5200
B [Fort Colins
State: Colorado - &
~ o
e 30525

Ethnicity:

Race:

Does the Affiliate havea ¢~ @&
disability? PO
Gender:

@ Female © Male

¥ Hizpanic or Latino (Mexican, Buerto Rican, Cuban, Central or Seuth American, or
cther Spanish culturs or origing

I Elack or African Americsn M whits [ american Indizn or Alasks tative | asisn [ Havaiizn nativa or Pacific
Il=ndar

Save |
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Verify the organization and
administrative office
addresses by checking the
“Yes” or “No” radio buttons
in the Address Information
section.

In this example, the affiliate’s
mailing address is different
from the one shown, so the
“No” radio button is selected.
ALM provides mailing
address fields to enter the
appropriate information.

Enter demographic
information about the affiliate
in the RSNOD section. The
Gender, Ethnicity, and Race
fields are required. (NRCS is
required to report this
information to Congress.)

When you have completed all
the information fields, click
the Save button. The affiliate
information record you just
created is now linked to the
affiliate’s eAuth account.
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